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SUMMARY  Decentralized and unstructured peer-to-peer (P2P) net-
works such as Gnutella are attractive for large-scale information retrieval
and search systems because of their scalability, fault-tolerance, and self-
organizing nature. Because of this decentralized architecture, however, tra-
ditional P2P keyword search systems are difficult to globally share useful
semantic knowledge among nodes. As a result, traditional P2P keyword
search systems cannot support semantic search (support only naive text-
match search). In this paper, we describe a design of the semantic P2P
keyword search system. We exploit the semantics of correlation among
keywords rather than synonym. The key mechanism is query expansion,
where a received query is expanded based on keyword relationships. Key-
word relationships are improved through search and retrieval processes and
each relationship is shared among nodes holding similar data items. This
semantic P2P search system has two main advantages. First, expanding
search results through query expansion increases the possibility of locat-
ing desired data items which would not be found by traditional P2P search
systems due to the keywords’ textual mismatch. Second, keyword rela-
tionships originally introduced for query expansion, can be used for result
ranking. Our main challenges are 1) managing keyword relationships in
a fully decentralized manner and 2) maintaining the quality of search re-
sults, while suppressing result implosion. We also describe the prototype
implementation and evaluation of the semantic P2P search system.

key words: peer-to-peer network, distributed keyword search, semantic
search

1. Introduction

As the number of Web content items grows into the billions,
a larger and larger portions of the content is not accessi-
ble through centralized search engines [1],[2]. Recent es-
timates (March 2000) [3] indicate that deep Web is nearly
500 times the size of the publicly indexable Web. The deep
Web continues to grow at a remarkable rate as more ex-
isting databases become available online for which Web-
accessible search facilities are provided. This means there is
a need for search infrastructure scaling at a comparable rate.

Peer-to-peer (P2P) systems are now one of the most
prevalent Internet distributed applications because of their
scalability, fault-tolerance, and self-organizing nature. This
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trend was triggered in 1999 by Napster [4], a centralized ar-
chitecture, where a central directory server offered an index
to locate data items. However, the legal issues that Napster
faced because of its centralized architecture shifted the in-
terests of the research community and Internet users to a de-
centralized architecture, where the index, query processing,
and content transfer are fully distributed among nodes.

The problems of decentralized architectures that devel-
opers primarily focus on are related to the scalability and
partial-match lookup (keyword search) capability. One class
of decentralized architectures is an unstructured P2P system
such as Gnutella [5], where the overlay topology is formed
in accordance with some loose rules [6]. Data items are in-
dexed locally and a query can be resolved only by the nodes
that hold the data items. Due to this loose structure, queries
are typically flooded. Thus, unstructured P2P systems are
simple enough to support partial-match lookups without any
other complicated mechanisms and very robust against dy-
namic node failure and removal. Though P2P systems based
on query flooding are generally considered unscalable based
on traffic analysis [7], efforts have recently been made to im-
prove scalability. For example, FastTrack [8] organizes sub-
scribing nodes into a loosely hierarchical structure where
some nodes are selected as supernodes and cache the in-
dex. Multiple random walks [9], associative overlays [10],
interest-based shortcut [11], and YAPPERS [12] reduce the
number of forwarded queries by limiting searches to a frac-
tion of participants rather than blind flooding. Gia [13] en-
hances scalability by the synergy of random walks, topology
adaptation, and token-based flow control.

The other class of decentralized architectures is a struc-
tured P2P system commonly referred to as Distributed Hash
Tables (DHTs) [14]-[17], where the overlay topology is
tightly controlled. The nodes that are required to store or in-
dex data items are precisely determined based on some hash-
ing algorithms. This tightly controlled structure enables the
forwarding of queries deterministically and achieves very
effective content location. While structured P2P systems
are highly scalable for exact-match lookups—that is, for lo-
cating data items with a unique identifie—inherently they
cannot efficiently provide a partial-match lookup capabil-
ity. Some work [18]-[20] have been aimed at providing a
partial-match lookup capability on DHT's through a sophisti-
cated method of generating keys (globally unique identifiers
or GUIDs) corresponding to data from the attached multi-
ple keywords. In addition, it is widely recognized that their
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tight control means that DHTSs incur a much larger overhead
than unstructured P2P systems when the overlay network is
re-organized because nodes fail or leave the network.

As described above, current P2P systems are being
actively improved through recent research to achieve both
scalability and a partial-match lookup capability. How-
ever, the search algorithms of current P2P systems are still
not sufficiently efficient because the current P2P keyword
search systems are difficult to globally share useful seman-
tic knowledge, such as regarding the popularity of data items
and the relationships between keywords and data items,
among nodes. That is, while current P2P systems sup-
port naive text-match search, they cannot support semantic
search. As a result, the systems can only find data items
which are given a keyword (or metadata) exactly indicated
in a query.

The most familiar mechanism enabling semantic
search is query expansion [21],[22], which has been in-
vestigated as an IR (Information Retrieval) technique for
several decades. Query expansion means adding relevant
terms to the original query. The purpose of query expan-
sion is to cope with any mismatch between the term used by
a searcher and that expected by writers of the documents.
This mismatch may be due to synonymy, where different
terms have the same meaning, or granularity, where terms
are used at different levels of detail. We believe that in P2P
search systems, query expansion can significantly improve
the possibility of locating desired data items because most
of the contents which current popular P2P search systems
deal with are multimedia contents, which generally have a
fairly small number of keywords.

Our goal is to build an efficient decentralized P2P
search system that supports semantic search through query
expansion, while retaining the desirable properties of cur-
rent unstructured P2P systems such as simplicity and ro-
bustness. Our system enables efficient location of not only
well-defined items (those given keywords that are easy for
searchers to think of and that can be located by traditional
text-match P2P search systems), but also of poorly-defined
items which have keywords that are generally or unexpect-
edly difficult for searchers to think of.

We faced two main challenges when designing our se-
mantic P2P keyword search system. The first is to con-
struct and manage the databases required for query expan-
sion in a fully decentralized manner. In traditional IR sys-
tems, a query is generally expanded based on some kind of
database, such as a thesaurus, which contains relationships
between terms extracted from the statistics computed in ad-
vance using samples representative of a sufficient amount
of documents. In P2P keyword systems, however, because
of the decentralized nature, it is undesirable to have a cen-
tralized node calculate and maintain the statistics to obtain
keyword relationships. Even if a complete thesaurus-like
database exists, we believe that such a database (which may
be large enough for a node to store) should be divided and
each portion kept among distributed participants to retain
the general advantages of P2P systems such as robustness
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and load balancing. We also believe that keyword relation-
ships, though they may change at relatively slow rate, should
be computed in a distributed manner for the same reason.

The second challenge is to maintain the quality of
search results while suppressing “result implosion” in the
worst case, which is the explosive increase of returned
search results due to query expansion. To cope with this
problem, we introduce a results ranking mechanism where
data items with more keywords relevant to a query are
ranked higher. Fortunately, we can exploit keyword rela-
tionships for this purpose by introducing the concept of the
“strength” of each keyword relationship.

In this paper, we describe the basic design of a seman-
tic P2P keyword search system using keyword relationships.
We also describe the distributed mechanisms of updating the
databases used for query expansion. These databases, which
we call Keyword Relation DataBases or KRDBs, are man-
aged by each node and store the keyword relationships rel-
evant only for the shared local data items the node holds.
As sophisticated KRDBs can significantly improve search
results, we propose two KRDB update mechanisms: evalu-
ation feedback and KRDB synchronization. In addition, we
show a simple ranking mechanism which uses the keyword
relationships originally introduced for query expansion.

The notable advantage of our semantic P2P search sys-
tem is that the search results are as accurate as those of tradi-
tional systems while including even poorly-defined desired
data items. In other words, all well-defined data items can
be located and are ranked higher, and poorly-defined data
items can be located but are ranked in accordance with the
strength of the relationship between keywords in a query
and the data items. Thus, locating poorly-defined data items
has little effect on the ability to locate well-defined items.
Several features that differentiate our semantic P2P search
system from others are as follows:

o Our system is controlled in a fully distributed fashion,
without any single point of failure and any centralized
management and placement of KRDBs.

e Our system supports semantic search in addition to
naive text-match search, and improves the possibility
of locating desired data items. We exploit the seman-
tics of “correlation” among keywords rather than “syn-
onym.”

o Our system ranks search results by exploiting keyword
relationships.

Before we proceed, we would like to emphasize the fol-
lowing points. First, this paper is not concerned with how
to improve the quality of search results to the comparable
degree of state-of-the-art IR algorithms developed for cen-
tralized search engines such as Google. Recall our concern
is improvement of the possibility of locating poorly-defined
data items. Second, we use the word ‘“semantics” to de-
fine correlation rather than synonymy between any two key-
words. Therefore two correlative keywords do not necessar-
ily have synonymy. Our semantic P2P search system does
not cope with misspelling. Third, the classification of our
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target content is multimedia data such as music files rather
than textual data. In addition, we do not assume a specific
naming standard and metadata framework for data items.
We also assume metadata are typically attached manually by
experts or only limited types of metadata are attached auto-
matically. On these assumptions, multimedia data items are
generally attached fewer keywords than textual ones. For
such data items, it is well known that traditional IR algo-
rithms do not work so accurately. This discussion moti-
vates us to exploit the alternative semantics (correlation of
keywords). Finally, while this paper shows a whole P2P
search system, the concepts added to the original P2P search
system (Gnutella) such as KRDBs, their synchronization,
and results ranking could be applied to other recently de-
veloped P2P search systems with scalability or search effi-
ciency. Therefore, we do not discuss on query routing or the
overlay topology in this paper.

The reminder of this paper is organized as follows. In
Sect. 2, we give an overview and describe the basic mecha-
nisms of a P2P keyword search with query expansion based
on keyword relationships. Section 3 describes the dis-
tributed update mechanisms of KRDBs to enhance search
performance. We describe the implementation and evalu-
ation of our P2P search system in Sect.4 and in Sect.5,
respectively. We discuss various issues regarding the pro-
posed P2P keyword search system in Sect. 6. We show re-
lated work in Sect. 7, and conclude in Sect. 8.

2. Semantic P2P Search

The fundamental idea in our P2P keyword search mecha-
nism is query expansion using a KRDB that is managed and
updated in a fully distributed manner. In this section, we
explain how to create a KRDB and then describe the basic
search mechanism. We also describe the ranking algorithm.

In our P2P keyword search system, as in a traditional
unstructured P2P system, the overlay topology is organized
in accordance with some loose rules [6]. A query includes
several keywords and is flooded to be resolved. This un-
structured architecture enables the system to retain desirable
properties such as simplicity and robustness against node’s
failure or removal.

Before we describe the details, we simply define a
“keyword.” In general, meta-data are attached to data items
in the form of an attribute/value pair. In this paper, we refer
to the value as a keyword.

2.1 KRDB

A KRDB is a thesaurus which keeps some information
about the keywords relevant only to the data items stored lo-
cally in a node. That means each node may have a different
and minimum KRDB. This distributed KRDB management
can clearly retain the desirable properties of P2P systems.
The most important information on keywords in a
KRDB is the keyword relationship (KR) of each pair of key-
words and its strength. In this paper, we refer to the key-
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word relationship itself from keyword k; to keyword k; as
KR(ki, k) (1 <1i, j < n, where n denotes the maximum num-
ber of keywords in a KRDB). In other words, KR(k;, kj) is
defined as follows; when keyword k; is given, keyword K;
is referred to as a relevant term to keyword kj. Note that
KR(k;, kj) and KR(kj, ki) should be distinguished from each
other. The other variables in a KRDB are shown in Sect. 3.

Before we explain the algorithm of extracting KRs,
we describe our insight. Our insight is such that keywords
given to a data item are relevant to one another. In the cur-
rent P2P search systems, we assume data items are mainly
multimedia contents such as audio and video, which have
generally much fewer keywords than documents because
they have much less textual contents. Therefore, we con-
sider these keywords represent the characteristics of the data
items more precisely and keyword relationships would be
helpful for finding a limited number of other meaningful
keywords. In addition, the extracted KRs are just initial
state, and gradually improved through KRDB update mech-
anisms shown in Sect. 3.

Figure 1 shows how to initially create KRs between
keywords. There are two processes to create KRs. First,
when a node joins the P2P network, the node firstly ex-
tracts all the keywords for each local data item. For ex-
ample, the node takes out four keywords A,B,C,D from
data item 1. We consider these keywords have relationships
between each other. Following the definition of KR(k;, k;),
twelve KRs are created from data item 1. In the same way,
twelve and six KRs are created from data item 2 and 3 re-
spectively. Each KR(k;, kj) keeps KRStr(k;, k;j), which de-
notes the normalized variable of strength of KR(k;, kj) (0 <
KRStr(ki, kj) < 1). Larger KRStr(ki, kj) means KR(k;, kj)
is stronger. KRStr is updated to reflect more accurate KR
based on both evaluation feedback and KRDB synchroniza-
tion described in Sect. 3, and is also used for results ranking.
The initial value of KRStr is KRStrInit (0.5 in our system).

To further sophisticate a KRDB, additional KRs are
created if two KRs share the same keyword. For example, as
shown in Fig. 1, if the value of KRStr(F, E) x KRStr(E, ) is
larger than the pre-defined threshold KRStrThresh, KR(F, I)

Shared Data ltems in Node #1

Keywords of ftem2 Keywords of ftem3 -

/" Keywords of ltem1

f Aftribute | Value Aftribute | Value Attribute | Value

; Attribute a A Aftribute b B Attribute e E
Attribute b B Attribute e E Attribute h H

i | Attribute ¢ C Attribute f F Attribute i |

i Attribute d D Attribute g G

(Keywords are stored as (attribute,value) se!s)_‘,.-'

Creating additional KR
if ( KRStr(F,E) x KRStr(E.l)
> KRStrThresh ) {

create KR(F,I) ;
KRStr(F,1) = KRStrinit ;

O : Keyword

i < : Keyword Relationship (KR)

Fig.1  Creating keyword relationships from local data items.
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is newly created. However, less useful KRs are removed
from KRDBs to prevent the waste of storages and computa-
tion power (see Sect. 3.2).

These two KR creation processes are called when local
data items are modified or newly added, or when a local
KRDB is improved through KRDB updates mentioned in
Sect. 3.2.

2.2 Basic Search Mechanism

The key mechanism of our P2P keyword search system,
which differentiates our system from traditional unstruc-
tured P2P systems, is query expansion at a node. With re-
gard to where a query is expanded, there are two approaches:
sender-side expansion and receiver-side expansion. The for-
mer expands a query only at a sender (searcher) when it gen-
erates the query. This approach, however, works well only
when a searcher uses the keywords kept in its local KRDB,
because no node has a complete KRDB keeping all existing
keywords. Otherwise, the query is not expanded anywhere,
which leads to the same search results as those of traditional
non-semantic P2P search. On the other hand, the latter ex-
pands an original query at the nodes that receive the query.
In this approach, a query is expanded at all the adequate
nodes that keep relevant keywords to the query. Thus query
expansion is not limited to the keywords in the searcher’s
local KRDB. This discussion leads us to adopt receiver-side
expansion.

Figure 2 shows the basic search mechanism using
query expansion. When a node join the P2P network,
the node first constructs a KRDB in the way described in
Sect. 2.1. The search process is as follows.

1. A searcher issues a query which indicates several key-
words. This query is flooded (forwarded in a P2P
manner like Gnutella) with a certain TTL (Time To
Live). Note that the forwarded query is identical with
the received query (query expansion affects only local
search), because consecutive query expansion at differ-
ent nodes leads to query explosion with less relevant
keywords, so that the possibility of finding less desired
data items increases. (Process (D in Fig. 2)

@ Query expansion based on KRDB and
searching matching data items

(@ Generating a query
@ Ranking the search results

® Evaluation feedback (KRDB update) & Replying with QueryHit if any match

Shared local data items

KRDB
construction

@RDB synchronization

(KRDB update)

Fig.2  Basic P2P search mechanism.
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2. A node which receives a query performs query ex-
pansion using its local KRDB. Specifically, the orig-
inal query is expanded to include several additional
keywords to which there are KRs from keywords in
the original query. For example, in Fig.2, Node
#1 keeps KR(red, apple) in its local KRDB (with
KRStr(red, apple) = 0.6) so that a keyword “red” is
expanded to two keywords, “red” and “apple.” In the
same way, keyword “fruits” is expanded to two key-
words, “fruits” and “apple.” Then all the expanded
keywords for each original keyword are merged. Af-
ter all, the expanded query includes three keywords,
“red,” “fruits,” and “apple,” with which Node #1
searches for local data items. (Process )

3. If a data item exists that has one or more keywords of
the expanded query, Node #1 replies to the searcher
with search results (a list of satisfied data items) using
a QueryHit message. (Process @)

4. The searcher gathers search results and ranks all the lo-
cated data items. The ranking algorithm is described
in Sect. 2.3. The searcher then selects one or more de-
sirable data items, and the search itself is completed.
(Process @)

5. Atthe same time, the searcher feedbacks the evaluation
to all the nodes which returned search results obtained
using KR(red, apple) or KR(fruits, apple) (Node
#1 and #2 in Fig. 2) for the purpose of updating KRDBs
in those nodes. Evaluation results indicate which KRs
were used to locate the selected data items. The details
of evaluation feedback are described in 3.1. (Process

©))

2.3 Results Ranking

The search results are ranked based on KR strength between
a keyword in an original query and that given to the located
data item. The basic idea of results ranking is as follows;
When an original query includes keyword k, the rank of
the data item with keyword | gets higher as the value of
KRStr(k, I) in the receiver’s KRDB is larger. If several key-
words are included in a query, or are given to data items,
the above ranking algorithm is changed as follows; when an
original query includes keywords k; (i = 1,2, - - ), the rank of
the located data item gets higher as simply }3;» KRStr(k;, Ii-)
is larger, where I, (i’ = 1,2,---) denote keywords given
to the data item. Note that other sophisticated ranking al-
gorithms using KRStr could be applied. We believe these
ranking algorithms would also benefit traditional P2P search
systems, but only for the purpose of results ranking by in-
troducing KRDB-like databases otherwise unnoticeable for
users into the search systems. Such an application, though,
is beyond the scope of this paper.
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3. Distributed KRDB Updates

In our P2P keyword search system, the accuracy of KRDBs
significantly affects the search performance. Therefore
KRDBs are required to be updated and kept as accurate as
possible. To retain the desirable properties of unstructured
P2P systems such as simplicity and robustness, we should
design KRDBs updates to be managed in a fully distributed
manner. In this paper, we show two distributed KRBD
update mechanisms; evaluation feedback and KRDB syn-
chronization. Evaluation feedback is aimed at improving
KRDBs through a search process. In this mechanism, the
subjective evaluations of searchers are directly reflected in
the KRDBs, and potential statistical effects can be expected.
KRDB synchronization is aimed at improving KRDBs that
include inaccurate information due to special circumstances:
for example, when a node has just joined the P2P network,
or a node has just exposed many new data items. These two
update mechanisms are complementary to each other and
are essential for keeping KRDBs accurate.

3.1 Evaluation Feedback

The evaluation feedback updates KRStr(kj, k) in the nodes
which replied to the searcher with resulted data items found
using KR(k;, kj). The basic idea of evaluation feedback is
as follows. When a searcher initiates a query with key-
word k; and then selects a data item with keyword k; from
the resulted item list (the item was located by query ex-
pansion using KR(k;, kj)), KR(k;, k;) is regarded as helpful
and KRStr(ki, kj) is increased. Otherwise, KRStr(k;, kj) is
decreased.

In Table 1, we show the variables kept in a KRDB.
UsedCnt(k;, kj) is incremented when both of the following
conditions are satisfied; 1) the original query including key-
word k; is expanded using KR(k;, k;j) and 2) a data item with
keyword k; is located. However, HelpfulCnt(k;, k;) is incre-
mented only when a third condition is also satisfied; 3) a
data item with keyword kK; is selected by a searcher. We de-
fine KRStr(k;, k) using these two variables;

HelpfulCnt(k;, k;)

UsedCnt(k;, k;)
This means that KRStr(k;, k;) increases as more searchers re-
gards KR(k;, k) as useful one (HelpfulCnt(k;, k;) increases).

Currently, the initial values of each variable are set as fol-
lows: UsedCntlnit = 2, HelpfulCntlInit = 1, KRStrInit = 1/2

KRStr(k;, kj) =

Table 1  Variables in a KRDB.
PKFlag(k) If k; is PK, PKFlag(k) = 1.
Else, PKFlag(k;) = 0.
KRStr(ki, kj) Strength of KR(ki, kj).

(0 < KRStr(kj, k) < 1)

The count that KR(k;, k;) is used for search.
Initial value UsedCntlnit = 2.

The count that KR(k;, kj) is evaluated to be
helpful. Initial value HelpfulCntlnit = 1.

UsedCnit(ki, kj)

HelpfulCnt(k;, k;)

IEICE TRANS. COMMUN., VOL.E87-B, NO.7 JULY 2004

=0.5.

Figure 3 shows the process of evaluation feedback. In
this figure, a searcher initiates a query that includes key-
words A and B.

1. Each node receives a query with keyword k; from
a searcher. At this time, a node which keeps
KR(ki, %) (* denotes an arbitrary keyword) incre-
ments UsedCnt(k;, ). In Fig.3, UsedCnt(A, W) and
UsedCnt(B, X) are incremented at Nodes #1 and #3,
and at Nodes #1 and #2 respectively. More specifi-
cally, for example, Node #1 initially has KRStr(A, W)
= 3/6 (= 0.5), which means UsedCnt(A, W) = 6 and
HelpfulCnt(A,W) = 3. At Node #1, UsedCnt(A, W)
and UsedCnt(B, X) are then incremented from 6 to 7
and from 7 to 8, respectively.

2. Each node notifies the searcher of search results with
KR(kj, *) used for locating the data item. In Fig. 3, for
example, Node #1 notifies the searcher of Item 1 with
KR(A, W) and Item 2 with KR(B, X).

3. When a data item without keyword k; (with keyword
ki) is selected by the searcher among search results,
the searcher notifies all the responsive nodes by unicast
who keep the same KR (KR(k;, k;)) used to locate the
data item. At this time, the node that receive this evalu-
ation feedback increments HelpfulCnt(ki, kj) of the KRs
specified by the feedback.

In Fig. 3, the searcher selects data item 2 among search
results. Data item 2 is found using KR(B, X) at Node
#1, so the searcher refers to KR(B, X) as a helpful rela-
tionship. The searcher then sends evaluation feedback
(using a KREval message) to Nodes #1 and #2, who re-
turn the data item found using KR(B, X). When Nodes
#1 and #2 receive evaluation feedback, they increment
HelpfulCnt(B, X) from 5 to 6, and from 6 to 7 respec-
tively. Note that HelpfulCnt(A, W) retains the same
value because KR(A, W) is useless for the searcher.

Thus, the strength of the more helpful relationship
(KRStr(B, X)) increases, while that of the less help-
ful relationship (KRStr(A, W)) decreases. KRStr(C,Y)

(D /IReceive Query indicating A and B
UsedCnt(A,W) ++; UsedCnt(B,X) ++;
@ //Notify resulted items, each with a used KR
I(KR(AW) and KR(B,X), respectivrly)
() /Notify a helpful KR (KR(B,X))

Selecttem 1.
KRE@X)isheiplil | "5 Mem 1:KR(AW)|  HepfulCnt(B.X) ++;

? ltem 2 : KR(B.X) ED

(initiates Query with @ KRB.X)
keyword A and B)

KRStr(A W)
KRStr(B.X)
KRSHr(C,Y)

en g Ky
ey
@ -
3 I(/Q(B‘X) ==

krswaw) [a |, [ 36 KRStr(B,X)
KRStr(C.Y) | 458 KRSHr(C.Y)

KRStr(D,2) | 314 KRStr(D.2)

(MY v way @)

Node #3

Fig.3 KRDB update through evaluation feedback.
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and KRStr(D, Z) remain unchanged because keywords
C and D are not included in the query.

Through this evaluation feedback process of all the
searchers, each KRStr in KRDBs is gradually and statisti-
cally refined.

3.2 KRDB Synchronization

The KRDB update mechanism by evaluation feedback is an
efficient way to improve the accuracy of KRStr. However,
evaluation feedback has two drawbacks. First, evaluation
feedback can only evaluate the existing KRs, which are ex-
tracted only from local data items. Second, while evaluation
feedback can basically improve the accuracy of KRDBs, it
would take a long time to make the value of KRStr statis-
tically meaningful. For this reason, the nodes with a short
lifetime or nodes that have just begun to expose new data
items cannot soon provide accurate KRDBs.

To overcome these drawbacks, we propose another
KRDB update mechanism, KRDB synchronization, where
familiar KRs and a statistically more accurate value of
KRStr are shared among the nodes. The basic idea of KRDB
synchronization is as follows; 1) KRs relevant to a node are
added to the node’s KRDB, and 2) when the same KRs are
shared at some nodes, the value of KRStr at each node is
updated to the most accurate value.

Note that KRDB synchronization does not guarantee
consistency among KRDBs in remote nodes but only im-
proves them if two nodes fortunately share the same KRs.
This loose rule does not degrade the robustness of unstruc-
tured P2P networks.

3.2.1 Which Nodes are Selected for KRDB Synchroniza-
tion?

The simplest approach is to synchronize KRDBs with all
participating nodes in the P2P system. However, it is clear
that this approach will not scale at all. KRDBs must there-
fore be synchronized with only a limited number of nodes,
while keeping KRDBs as accurate as possible. Here, we
refer to target nodes of synchronization as well-matched
nodes. We consider well-matched nodes to possibly be
nodes which hold as many identical or similar data items
as possible, because consequently they are likely to keep
more identical KRs. This intuition is the same as that of Se-
mantic Overlay Networks (SONs) [23] and P2P file sharing
systems with interest-based locality [11]: if nodes share a
particular data item, then it is likely that one node will be
able to find other semantically similar data items in another
one. However, it would be too laborious to check all data
items in all other nodes. In addition, it would be difficult to
judge remotely whether two data items are identical when
their names differ.

To make it easy to find well-matched nodes, we focus
on keywords as abstraction of data items. Here, the key-
words that can be extracted only from local data items are
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called Primary Keywords (PKs) to distinguish them from
additional keywords (Secondary Keywords, or SKs), which
are added through KRDB synchronization. In this paper,
each node selects the N best-matched nodes to synchronize
with that have the largest number of the shared PKs'. Every
node periodically searches better-matched nodes and refines
the node set for synchronization it keeps. Note that we need
not set large value for N because KRs between PKs and SKs
are diffused in a hop-by-hop manner through KRDB Syn-
chronization among nodes that share PKs (See 3.2.2).

Though we adopt the above simple metric for node se-
lection in this paper, we could adopt more sophisticated met-
ric such as the number of “weighted” PKs, which takes into
account not only the number of shared PKs but also their
importance (strength of association) for the nodes. In mul-
timedia content sharing applications we focus on, almost
all nodes have interest locality [11], [23]. In such environ-
ments, the nodes selected based on the above simple metric
and those selected based on the sophisticated metric would
be almost the same due to the interest locality. In addition,
the node selection mechanism using the simple metric needs
less calculation and memory space for additional parameters
than the mechanism using the sophisticated metric. Thus,
we consider node selection based on the simple metric is
sufficient.

In this paper, the way to discover well-matched nodes
is simply broadcasting. These broadcasted messages could
be merged with query messages. Therefore we expect this
method to have no negative effect on scalability. Note that
more sophisticated and scalable discovery algorithms, such
as multiple random walks [9] would also be applicable.

3.2.2 Synchronization Mechanisms

Subscribing nodes periodically synchronize their KRDBs
with well-matched nodes. Figure 4 shows an overview of
the KRDB synchronization mechanism. First, a node dis-
covers the N best-matched nodes for KRDB synchroniza-
tion in the way described above. The KRDB synchroniza-

KRStr(8./ .
_ Hetl;?:&t(sm ®—0® KRDB in Node #2
'W pn——————— .
= 40/200 (= 0.2) i 9 e
]
KRDB Synchronization 40/200
SN~ 10— ©
®—®
KRStr(8.C)
@ Updated ‘ = 30/1000 @ Updated
A—(B) ,® ©—© 003
%e

O : Primary Keyword (PK) +—* KR between PKs
: Secondary Keyword (SK) +—=# : KR between PK and SK

Fig.4 KRDB synchronization.

"The number of selected nodes for KRDB Synchronization can
be less than N when a node cannot find N nodes with which share
at least one PK.
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tion consists of two mechanisms. The first mechanism is KR
addition, where a KR between two PKs or a KR between a
PK and a SK kept in one node is added to the KRDB in the
other node only when one of the two PKs or the PK is shared
at those two nodes respectively.

Note that a KR between two SKs in one node is not
added to the KRDB in the other node. This limitation can
avoid KR explosion: that is, it can prevent successive ex-
pansion of newly added SKs.

For example, in Fig. 4, the KRDB in Node #1 is up-
dated by adding two KRs concerning PK B, KR(B, F) and
KR(F, B), which are extracted from the KRDB in Node #2,
because there exists a shared PK B. In the same way the
KRDB in Node #2 is updated by adding four KRs concern-
ing PK B (i.e. KR(B,A), KR(A,B), KR(B, D), KR(D, B),
KR(C, D), and KR(D, C)).

KR addition, however, would still have a risk of KR
explosion due to adding useless or meaningless KRs with
shared PKs. To further suppress KR explosion, we remove
such KRs. Specifically, we remove both useless KRs with
KRStr smaller than a threshold KRStrThresh.

Second, there is KRStr modification where KRStr in
one node is updated to that in the other node, which
would be statistically more accurate, when KRs between
two PKs are shared at those twﬁeﬁ%ﬂ%{k- %ere, we consider
the accuracy of KRStr(ki, kj)(= WM) statistically in-
creases as UsedCnt(k;, kj) increases. For example, in Fig. 4,
KRStr(B, C) in Node #2 is updated from 40/200 (= 0.2) to
30/1000 (= 0.03) because UsedCnt(B,C) in Node #1 (=
1000) is larger than that in Node #2 (= 200). Thus each KR
radiates from the node that keeps the PK with the largest
UsedCnt through KRDB synchronization.

4. Implementation

We are now developing a prototype semantic P2P search
system with query expansion. We have implemented the
search algorithms described in Sects.2 and 3 on LimeWire
[25], which is a well known open-source P2P keyword
search application. LimeWire is written in Java.

Figure 5 is a screenshot of the prototype (LimeWire
with query expansion). The upper window shows the ranked
search results. To make clear the difference between the
search results of a normal search and those with query ex-
pansion, and to help performance evaluation and further de-
velopment, the prototype simultaneously executes a normal
search and a search with query expansion. Note that be-
cause a common query routing algorithm is used for these
two search mechanisms, no additional traffic is generated.
We made it possible to switch the display to show the search
results of these two mechanisms. The lower window shows
the visualized KRDB. The dotted line denotes the KRs and
quadrangles denote keywords.

We are now running the prototype on several PCs in a
local area network, and plan to run it globally at several loca-
tions through the Internet. We will also try to quantitatively
demonstrate the advantages of query expansion though this

IEICE TRANS. COMMUN., VOL.E87-B, NO.7 JULY 2004

Ordinary search results Searchresults using KRDB

asntes e B
dimEvmIAr b

Fig.5 Implementation on LimeWire.

will be difficult without extensive and continuous use. We
discuss the traffic overhead for KRDB updates in Sect. 6.2.

5. Evaluation

In this section, we evaluate our semantic P2P keyword
search system through simple analysis of experimental re-
sults. We first propose a novel metric metadata correct-
ness to evaluate the superiority of our system over tradi-
tional non-semantic P2P search systems. Then we show an
overview of our experiments and methodology. Finally we
analyze experimental results.

5.1 Metric

We propose a novel metric metadata correctness P; for con-
tent i, which shows the ratio of data items with content i
which are correctly attached all the desired metadata related
to content i to all data items with content i. In these experi-
ments, we focus on music content, and we define or identify
content only by both “artist name” and “song title.” Accord-
ingly we identify a data item only by its content and do not
use other metadata such as fine name, encoding parameters,
and file size for this purpose. P; is defined as follows:
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O
NCT
Pi - N;S’em

where Niorg and N" denotes the number of data items
which traditional P2P search systems and our one can abso-
lutely find, respectively, when any one of desired keywords
for content i is used.

We consider P; is useful for evaluating the quantita-
tive superiority of our system over traditional ones when a
searcher desires data items with content i, because P; af-
fects success rate of keyword search for traditional systems.
Here, success rate is defined as the ratio of target data items
which can be found by keyword search to all the target data
items actually existing in the limited area a query can reach.
When one of desired keywords for content i is used as a
query in traditional systems, smaller P; results in lower suc-
cess rate because the possibility that the metadata is attached
to the target data items is lower. On the other hand, suc-
cess rate of our semantic P2P keyword search is always 1.0,
because one of desired keywords is expanded to the other
desired ones.

5.2 Overview of Experiments

We calculate P; by analyzing metadata information used for
a real P2P file sharing application. We use a free OpenNap
[24] client software to obtain metadata information from
OpenNap servers, which have the same functionalities as
Napster index servers. Though our system is designed based
on Gnutella, we believe shared data items in P2P file sharing
applications are similar.

Among metadata directly obtained from OpenNap
servers, we use only “artist name” and “song title.” We ex-
tract another kind of metadata except them from file name,
because there is no rule to name data items. For example, we
can find some data items with file name “‘artist name—song
title—movie title.mp3.” As a result, at most three keywords
can be derived from each data item.

We decide a specific keyword x used for keyword
search and obtain search results from an OpenNap server,
from which all metadata are extracted for constructing a
global KRDB. We refer to this global KRDB as a local
KRDB in a node in our experiments. Note that even in
distributed environments, each node can construct a part of
the global KRDB through KRDB synchronization, so that
we believe the same results can be obtained in such envi-
ronments. From this global KRDB, we select another two
keywords y and z that have a KR to x. We calculate P; by
investigating how many target data items keep all these three
keyword.

We did this experiment three times at intervals of at
least one day. The number of online users and that of data
items were about 3,500-5,000 and 2,100,000-2,500,000, re-
spectively.
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Target data item with
only keyword x

Target data item with
keyword x, y, and z

@ : Targetdata item
(with content )

[0 A : Non-target data item
(without content i )

Fig.6  An example of search results.

5.3 Methodology

We describe the methodology using an example of search
results shown in Fig. 6.

1. We decide an arbitrary keyword x, and then obtain a
search result (a list of data items) from an OpenNap
Server for keyword x. We refer to the set of data items
as X.

2. We extract metadata from the data items and construct
a global KRDB. Then we select keyword y and z that
have a KR to x.

3. We obtain a search result from an OpenNap Server for
keyword y. We refer to the set of data items as Y.

4. We obtain a search result from an OpenNap Server for
keyword z. We refer to the set of data items as Z.

5. We select a target data item which keeps all the key-
word x, y, and z, and define its content as i. For ex-
ample, in Fig. 6, data items represented by a circle are
selected because one of them exists in the area XNYNZ.
If there exists no satisfying data item, another keyword
is selected as y or z.

6. We calculate P; using the following formula converted
from the one defined in Sect. 5.1

_N(X;nYiNZy
CTNX; VY UZ)

where X;, Y;, and Z; represent a set of target data items
with content i in X, Y, and Z, respectively, and N;(A)
denotes the number of target data items with content i
in the set A. As N;(X; U Y; U Z;) can be converted to
N(X;NY;NZ)+ Ni(X; N Yy) + N(YiNZ;) + Ni(Z; N X;)
+ Nl‘(Xl‘ N Yi OZ) + Ni(ii ny;N Z) + Ni(yi ﬂl_/i N Zi),
P; can be calculated by counting each of these items.

For example, in Fig. 6, we can count each item as fol-
lows: Ni(Xi N Yi N Zl) = %, Ni(_)(i N Yl) = :iNz(Yl ﬂgi) = 1,
N(ZnX)=0,NX;NY:iNZ)=1,NXiNYiNnZ) =2,
Ni(X;NY;NZ) = 1. As aresult, P; is calculated as follows:
Pi= o2 =2=02

t 2+3+1+0+1+2+1 10 A

We can derive another metric metadata correctness for
x, which represents the ratio of data items with content i
which are attached keyword x to all data items with content
i. P;y(x) can be calculated as follows: P;(x) = % =
% = 0.6. In the same way, we can calculate P;(y) and P;(z)
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Table2  Analysis of experimental search results for content i.
| | Exp.#1 | Exp. #2 | Exp.#3 |
N(XinYiNZ) 12 11 12
Ni(X; N Yy) 45 38 56
Ni(YinNZ) 8 6 9
Ni(Z: N Xy) 1 2 2
N(X;nY;NZ) 0 0 0
N(X;NY;NZ) 5 8 3
N(X;nYiNZ) 2 6 7
P; 0.16 0.16 0.14
Pi(x) 0.80 0.72 0.79
Pi(y) 0.96 0.89 0.90
Pi(z) 0.32 0.35 0.34

as follows: Pi(y) = 0.8, Pi(z) = 0.4. These results show
that our semantic P2P search system performs best in com-
parison with traditional ones when a searcher issues a query
with keyword z.

5.4 Analysis

Table 2 shows the analytic results of individual experiments.
In our experiments, we select the keywords “Celine Dion,”
“My Heart Will Go On,” and “Titanic” as x, y, and z, respec-
tively.

In Table 2, P; is at most 0.16. This means that only 16%
of overall target data items are given all the three desired
keywords (x, y, and z). In other words, the percentage of
target data items that can be found in traditional P2P search
systems when any one of the three keywords is used is only
16%. On the other hand, the semantic P2P search system
can find all the target data items if they have at least one
desired keyword. Table 2 also shows that P;(z) is smallest
among P;(x), P;(y), and P;(z), and our system performs best
in comparison with traditional ones when keyword z is used
as a query.

Note that metadata correctness (P;, P;(x), P;(y), and
Pi(z)) depends on target content, and the analytic results
in this section do not show quantitative characteristics but
show only qualitative ones. In our assumed environments
where a specific naming standard for data item itself and for
its metadata is not defined, the above qualitative character-
istics would hold true for other content.

6. Discussion

In this section, we discuss our semantic P2P keyword search
system from various aspects. Specifically, we focus on the
long-term convergence and overhead of KRDBs through
distributed KRDB updates, and interoperability with tradi-
tional P2P keyword search systems.

6.1 Convergence of KRDBs
We explain here the long-term convergence of KRDBs

through the distributed KRDB updates described in Sect. 3.
KRDBs keep KRs and the corresponding KRStr for each
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KR. Our semantic P2P search system is managed in a fully
decentralized manner, so it is important to ensure that KRStr
does not oscillate even when nodes frequently join and
leave.

In our system, KRStr is updated in two ways in par-
allel: evaluation feedback (Sect.3.1) and KRStr modifi-
cation (Sect.3.2.2). Recall that KRStr is calculated as
KRStr = HPUEY  When a node joins a P2P network and
constructs its KRDB from local data items, UsedCnt com-
posing KRStr with HelpfulCnt is set as the initial value (cur-
rently UsedCntlnit = 2), which is small enough to be almost
meaningless statistically. As UsedCnt (and HelpfulCnt)
is incremented through evaluation feedback processes, it
becomes statistically more meaningful. UsedCnt and
HelpfulCnt are also modified (updated) through KRStr mod-
ification when KRStr with larger UsedCnt is found in an-
other node.

This propagation mechanism of KRStr helps enables
fast KRDB updates both for newly joined nodes and the in-
heritance of removed nodes. Then, in turn, the inherited
UsedCnt (and HelpfulCnt) is again gradually incremented
through evaluation feedback processes. Thus, for each KR,
only the KRStr with the largest UsedCnt are inherited from
among the well-matched neighboring nodes as long as the
corresponding KR exists in KRDBs in at least one well-
matched nodes. In this way, KRDB consistency is preserved
among the well-matched nodes, and only KRStr provides a
statistically meaningful value.

6.2 Traffic Overhead for KRDB Updates

In this section, we discuss the additional overhead traffic in
our system compared to traditional unstructured P2P search
systems. Overhead traffic is caused by two KRDB update
mechanisms: feedback evaluation and KRDB synchroniza-
tion. The overhead of feedback evaluation in a search pro-
cess consists of only KREval messages. As shown in Fig. 3,
the number of KREval messages is less than or equal to that
of QueryHit messages. Therefore, we believe the overhead
of the feedback evaluation does not significantly degrade
scalability.

On the other hand, the overhead of KRDB synchro-
nization is difficult to estimate. Instead, we can suppress
the overhead at a constant rate by adaptively adjusting pa-
rameters such as the synchronization interval (7 [s]) and
the number of well-matched nodes for synchronization (N)
based on traffic measurement at each node. Each node pe-
riodically measures the rate of the KRDB synchronization
messages to all the received messages including Ping/Pong,
QueryHit, Query and KREval messages.

6.3 Interoperability

To gradually deploy a new class of P2P keyword search ap-
plications on the Internet, where some P2P applications such
as Gnutella are widely used, it is important to provide inter-
operability with existing P2P keyword search systems. Our
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semantic P2P search system is implemented on LimeWire,
and provides interoperability with applications implemented
with the Gnutella protocol [5]. For simplicity, we refer to a
node running our semantic P2P search application as an ex-
pandable node, and a node running a traditional Gnutella
application as a non-expandable node respectively.

We separately discuss two overlay networks: an over-
lay for query forwarding that is organized by all the par-
ticipant nodes, and one for KRDB synchronization that is
organized only by expandable nodes. In this section, we
discuss the former. The latter was previously discussed in
Sect.3.2.1. Note that if all participant nodes are expandable
nodes, we could construct a common overlay network for
each use.

When a non-expandable node receives a query gener-
ated by an expandable node, the node ignores all the addi-
tional fields for semantic search, and deals with the query
as an ordinal one: that is, it performs a simple text-match
search without query expansion and then forwards it to
neighboring nodes.

7. Related Work

Works related to ours can be divided into three categories;
1) P2P search using state-of-the-art IR algorithms, 2) P2P
search using semantical similarity of content or nodes, and
3) P2P search on distributed databases. The first category is
P2P search using state-of-the-art IR algorithms with some
extensions suitable for a P2P system. pSearch [19] is an
efficient information retrieval system that support semantic-
based full-text search like traditional centralized search en-
gines. pSearch focuses on traditional vector space model
(VSM) and latent semantic index (LSI), and extends these
algorithms to be suitable for DHTs. Thus pSearch is a so-
phisticated IR system that has both scalability of DHT sys-
tems and accuracy of state-of-the-art IR algorithms. pSearch
enables semantics search by exploiting P2P LSI (pLSI) and
copes with synonym, polysemy, and noise in documents
caused by literal matching schemes such as VSM. Our se-
mantic P2P search system differs from pSearch in several
points. First, the goal of pSearch is to achieve as accurate
keyword search as traditional centralized one. In addition,
the target contents of pSearch are general text files (docu-
ments). For these reasons, pSearch adopts state-of-the-art
IR algorithms. On the other hand, our goal is to improve the
possibility of locating content while suppressing results im-
plosion rather than to improve quality of search results. The
target contents are non-text files with several keywords such
as music files. Second, pSearch needs some pre-computed
global statistics such as the dictionary, the inverse docu-
ment frequency (IDF), and the basis of the semantic space.
Our semantic P2P system does not require any such pre-
computed or predefined global information.

The second category is P2P search using semantical
similarity of content or nodes. This system is based on the
following intuition: if nodes share particular content, then it
is likely that one node will be able to find other semantically
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similar content in another one. Semantic Overlay Networks
(SONSs) [23] and P2P file sharing systems with interest-
based locality [11] are a flexible network organization that
improve query performance. With SONs, nodes with se-
mantically similar content are clustered together. Specif-
ically, a node in SON, if a significant number of its lo-
cal document classifies as ¢. Documents are classified by
probing some existing database such as All Music Guide at
allmusic.com, which provides classification hierarchies. In
this system, nodes that share similar interests (identical con-
tent) create shortcut to one another over existing unstruc-
tured overlay networks. Nodes then use these shortcuts to
locate content. When shortcuts fail, nodes resort to using the
underlying overlay. In these networks, queries are flooded
in the same way as Gnutella and our semantic P2P system.
These systems focus on neighbor selection based on simi-
larity of content in order to reduce query hops. On the other
hand, our semantic P2P system focuses on query expansion
based on keyword relationships and our goal is not to re-
duce query hops, but to enable semantic search in the P2P
networks.

NeuroGrid [26] exploits relationship between nodes
and keywords. Each node maintains a routing table that as-
sociates nodes with keywords. A query is forwarded to other
nodes that have previously been associated to the keywords
in the query. NeuroGrid focuses on query routing based on
relationship between nodes and keywords in order to reduce
query hops. Again, our goal is not to reduce query hops, but
to enable semantic search.

The third category is P2P search on distributed
databases. Edutella [27] is an infrastructure for sharing
metadata in RDF (Resource Description Framework) for-
mat, which is the W3C metadata standard, in a distributed
environment. In this work, a featured RDF query language
and an RDF-based metadata model that can support a va-
riety of rich RDF queries are developed. Edutella assumes
the target data items are attached complex structured RDF-
based metadata. On the other hand, as mentioned in Sect. 1,
our target content is multimedia data with several simple un-
structured metadata (keywords). Edutella cannot deal with
such metadata model. In addition, Edutella assumes rela-
tively reliable and static networks, while our semantic P2P
system can essentially adapt to such dynamic environments.

Peer Data Management System (PDMS) [28] and the
P2P data mapping system [29] are a decentralized infras-
tructure for integrating distributed databases or knowledge
bases with different formats. In these work, relationships
among structured metadata are predefined [28], or relation-
ships between metadata and a data item itself, rather than
those among metadata, are used for semantic search [29].
These systems focus on how to mediate existing databases.
On the other hand, our semantic P2P system creates and
improves such databases through distributed KRDB update
mechanisms. Edutella, PDMS, and the P2P data mapping
system would fall more into the category of distributed data
base systems, rather than P2P search systems which focus
on network issues such as query routing or overlay network
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topology.

SWAP Metadata Model [30] and H? [31] would be the
most related work to ours. SWAP and H? are ontology-
based metadata models which enable semantic search. In
these models, each ontology of individual nodes is inte-
grated into a global ontology in a distributed manner in
order to support a variety of rich queries. In particular,
SWAP develops an RDF-based metadata model suitable for
ontology integration and a semantics-based information ex-
change model, and H? proposes a comprehensive framework
for peer-based knowledge management sharing and evolu-
tion composed by a knowledge infrastructure layer and a
communication infrastructure layer. These models, how-
ever, focus on synonymy as semantics because complex
structured metadata models are predefined. On the other
hand, our semantic P2P system focuses on correlation as se-
mantics because, as mentioned in Sect. 1, we do not assume
a specific naming and structural standard for metadata.

8. Conclusion

In this paper, we have described the basic concept and de-
sign of an efficient decentralized P2P search system that
supports semantic search through query expansion while re-
taining the desirable properties of existing unstructured P2P
systems (e.g. simplicity and robustness). In our semantic
P2P search system, queries are expanded based on KRDBs
to improve the possibility of locating a poorly-defined de-
sired data item. We proposed use of a results ranking mech-
anism to cope with any consequent results implosion. To
improve the KRDBs and enhance search performance, we
proposed two KRDB update mechanisms: evaluation feed-
back and KRDB synchronization. We have also described
a prototype implementation of our proposed system. Then,
we analyzed experimental search results to evaluate our sys-
tem, and showed qualitative superiority over traditional P2P
search systems. Finally, we discussed long-term conver-
gence and overhead of KRDBs through distributed KRDB
updates, and interoperability.

The remaining issues include how to protect our sys-
tem against DoS attacks or malicious users who sends large
amount of meaningless queries and intensive performance
evaluation. We are now planning to run the prototype at
several locations globally through the Internet.
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